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Environmental Management

Audit Your New
EHS Software System

A post-implementation audit of the
environmental, health and safety
management information system

evaluates how well the software meets
user needs and its value to the organization.

JiLL BARSON GILBERT, QEP
LEXICON SYSTEMS, LLC

ST ABOUT EVERY BUSINESS, FROM SMALL
o large, uses some type of software to automate envi-
onmental, health and safety (EHS) processes. Most
organizations focus on implementation and do not spend
enough time planning, developing evaluation criteria and
success metrics, or performing a quality check after imple-
menting new EHS software.

A post-implementation audit (PIA) is a thorough evalu-
ation of the benefits of the software solution. A PIA can
quantify the tangible benefits, such as the changesin
return on investment from the original business case and
direct savings realized as a result of implementing the
solution. A PIA can aso identify intangible benefits, such
as improved communications, more-consistent data, easier

access to data, improved data sharing among different
groups, more-effective environmental management sys-
tems, and improved regulatory compliance. This article
offers advice for conducting successful PIAs.

Why audit an EHS
management information system?

From an audit perspective, EHS systems are no differ-
ent from other management information systems (MISs).
Organizations that invest significant resources on informa-
tion technology (IT) should ensure that the systems add
value and serve their intended purpose.

According to arecent CIO Magazine article, only 20%
of IT shopsin the general population perform post-imple-
mentation audits. Yet, “PIAs are
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Figure 1. Lifecycle of an MIS project.
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the findings actionable and how to



incorporate learning back into project practices. (1)”

The 80% of companies that do not conduct PIAs blame
the time required to conduct the audits, the drain on
resources, and the need for good documentation through-
out the entire system lifecycle. (Other reasons include fear
that the audit results will reflect poorly on them, and that
internal politics stand in the way.)

In Step 1 of the system lifecycle (Figure 1), a business
analyst works with a cross-functional team of EHS, IT,
management and user representatives to identify stake-
holder needs and translate them into detailed require-
ments. These business requirements carry through the
system design, configuration, testing and pilot phases
(Steps 2-5) and provide the foundation for the documen-
tation (Step 6). In effect, the requirements developed in
the first step serve as the basis for acceptance of the
implementation from a “features and functionality”
standpoint. After software implementation (Step 7), as
they provide ongoing user support (Step 8), the help-desk
staff document the need for system enhancements or
“fixes,” and the cycle begins again.

Three components must support this lifecycle: strate-
gy, planning and communication; application of EHS,
business and IT resources; and management commit-
ment. These three components are essential to the suc-
cess of aPlA.

The volume and complexity of EHS data, coupled
with complex reporting requirements, make a good case
for performing a PIA. Periodic audits of the EHS man-
agement information system (EMIS) can detect problems
in the business processes that generate the data, as well
as potential errors due to the number of parties that han-
dle the data.

In concept, an MIS audit is much like any other
audit — it checks the performance of the system
against a set of metrics. A PIA isjust that — an audit
of a computerized data-management system conducted
after the system is fully operational, usually after it has
been “road tested” for a while.

The audit team should conduct the audit using prede-
fined criteria. Developing a systems scorecard up-front —
defining the project’s objectives, its approach, how IT,
business areas and management will be involved, and the
expected costs and benefits — can minimize surprises
later when the PIA is performed.

The makeup of the PIA team varies from one organization
to another. It is good business practice to select an independ-
ent party (one not involved in the implementation) to lead the
team. The audit team should include some IT staff and repre-
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PIA and the
Plan-Do-Check-Act Cycle

anagement informa-

tion systems are, in
effect, automated manage-
ment systems. Organiza-
tions that embrace quality
management systems (ISO
9001) and environmental
management systems (ISO
14001) standards under-
stand that audits are part
of the Plan-Do-Check-Act
cycle of continuous
improvement.

An overwhelming proportion of software implementa-
tions fail due to poor (or no) planning and poor imple-
mentation. Organizations can help ensure success by
applying the continuous improvement cycle to their
EMIS as follows:

Leadership commitment. The organization must visi-
bly demonstrate management commitment before
embarking upon a systems initiative. Since EHS data
come from all aspects of the enterprise, leadership
commitment is a significant element.

Plan. At this stage, the organization plans the sys-
tem, incorporating EHS requirements to meet business
objectives. It also defines success metrics that can
serve as audit criteria.

Do. The EMIS is implemented during this phase.
Users begin to employ the system to automate day-to-
day tasks and the production of management reports.
System rollout is an iterative process that includes a
series of system and user-acceptance tests.

Check. Management systems that leverage infor-
mation technology are dynamic. Based on the pre-
defined success criteria, the organization should eval-
uate the EMIS after implementation to verify its value
to the business.

Act. Based on the audit findings, adjustments are
made to the system. These might include changes to
the way users employ the software, changes to the
software itself, or technology upgrades.

Leadership Responsibility:

Quiality Cycle

sentatives of various business units who were members of the
project implementation team, as well as some I'T and/or sub-
ject matter experts who were not part of the implementation
team. Software vendors may participate either as team mem-
bers or in audit interviews; they and their clients can benefit
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from lessons learned and recommendations for improvements
to the software and its implementation.

Auditors should ask questionsin five topic areas (2):

» system functionality

* system security

* the implementation process

* post-implementation issues

* results.

System features and the resulting functionality are the
elements most apparent to I T, business management and
users. If the system works well, people are happy. If the
system does not work well, the IT department and busi-
ness management quickly hear of user discontent.

The PIA should ask how the system works. Does the sys-
tem effectively automate processes that were previoudy done
manualy? Is the system user-friendly, and do people use the
system? Does it heed enhancements, such as additional mod-
ules, inputs or outputs, to serve its intended purpose?

Vulnerability to corporate espionage, malicious hacking
and the introduction of commercial software viathe
Internet make security concerns more important than ever.
System security can refer to the physical security of the
hardware (i.e., the servers that house the software applica-
tion), access to the software by users and system adminis-
trators, and secure data-backup and -recovery systems.

The PIA should evaluate whether the system has ade-
quate physical security, as well as security to control access
to the software. Who can access the software, how can they
access it, and what types of user permissions do they have?
Are the data protected from intrusion? I's there a method of
tracking who has created or updated the data? How are data
backed up, how often, and where are backups stored?

Because the cost and resources applied to implementa-
tion can far exceed the cost of the hardware and software
applications, a PIA that includes questions on the imple-
mentation process can document valuable lessons learned
that can be applied to future projects. PIA questionsin this
area are similar to a project “ post-mortem” and should
address people, process and technology issues.

People. Was management support for the project evi-
dent? Were the right people (EHS, operations, management,
IT) involved in the implementation? Were they adequately
trained on the software, and did they have the appropriate
skills? Weas the appropriate staffing level applied to meet
project peaks and valleys? Did users and system administra-
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tors receive adequate training on how to use the system?

Process. What went well? What did not go well, and
what was the root cause? Were the project scope, schedule
and budget well-planned to allow for success? What
methodology was used, and how well did it work? Was the
implementation completed on-time and on-budget? What
kind of implementation documentation was provided?

Technology. Were the appropriate I T tools available to
allow the team to implement the software? Was hardware
or software failure a problem?

As mentioned earlier, an MIS is dynamic. It requires
ongoing support and maintenance to remain effective.

Appropriate PIA questions in this areainclude: What
type of help-desk system was in place immediately after
the system rollout? What help-desk system will be in place
as the system and its users mature? What is the process for
logging problems? Have system enhancements been
made? How are system changes approved and tracked?

The bottom line is whether the system performs as
intended. In this portion of the PIA, the auditors evaluate
the system against the predefined project objectives
described in the business case. Questions might address
metrics such as ROI and other quantifiable benefits, as
well as less-tangible benefits.

1. Commit to continuous improvement. Be willing to
use what you learn to make the system perform better and
add value to the organization.

2. Get the right people involved — management, EHS,
I'T, operations and business representatives; internal and
external resources; software vendors; and independent
consultants as needed.

3. Slect the right projects to audit. Choose a project
that uses technology that is expected to be around for a
while, rather than something about to be phased out.
Select projects that have senior management support, and
those where a PIA can truly add value. Start with a small
project with clearly defined business abjectives, where
you can show conclusive results.

4. Time the audit properly. Select a system that has
been deployed long enough to identify typical “new sys-
tem” issues that often result. In addition, schedule the
audit so that the team and those being audited can spend
adequate time to do a thorough job.

5. Collect adequate documentation. Gather facts to sup-
port findings, such as completed questionnaires, notes on



discussions with users and system administrators, and
copies of methodologies (e.g., the methodol ogies used for
gathering business requirements, project management,
implementation, project documentation). Ask for copies of
the business case and expected benefits; the project sched-
ule, milestones and deliverables; business and technical
reguirements; changes to the project plan; and cost data.

6. Collect quantifiable results — the more objective, the
better. Use the defined objectives in the business casg, as
well as the detailed business requirements, as your guide.
But even though objective results are good, do not dis-
count feelings, because “people issues’ are a significant
contributor to the success of an implementation.

7. Act on the audit findings. Also have a mechanism in
place to track and communicate actions to stakeholders.

8. Focus on solutions, not on placing blame. Focusing
on solutions gets the team involved in improvements that
can help them better use the system.

9. Share and apply lessons learned. The identification
and use of best practices (and identification and avoidance
of worst practices) will aid continuous improvement of the
system being audited, as well as other systems.

10. Incorporate PIAs as part of your 1T systems culture.
The implementation is not complete when the system
“goeslive.” Periodic audits are part of the Plan — Do —
Check — Act continuous improvement cycle. CE=
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